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IT - or the lack of awareness of its existence — is a huge problem for large corporations,
according to Raffaelli. "Companies don't realize the extent of the threat and the problems that
come with shadow IT. Typically, companies expect IT departments to manage their business
critical, non-IT technologies, but the shadow IT problem is a whole different ball game. That's
because of the change and the lack of awareness of it," he said. What are the three main
problems that IT departments are trying to address with shadow IT? "The first is patch
management, and it's a major problem. Operating systems are vulnerable and vulnerable
applications are patched. As a result, more malware is being deployed to make sure
applications are running. We have seen that over the years. The second is the fact that
companies are not having good visibility of who owns what equipment and what hardware is
being used," Raffaelli explained. "The third is visibility of the network. Typically when you
look at the network you see traffic going to an internal application, and everything is fine. But
then a corporate user in the remote location (outside the network) leaves a comment or posts a
question to a discussion forum. In the meantime, we are allowing or not allowing the
employees to leave the internal network." While he doesn't go as far as saying IT departments
should be responsible for shadow IT (although that is a possibility), Raffaelli does suggest that
IT should be more proactive about it. "The biggest challenge that IT departments face is that
they don't know who their customers are," 570a42141b
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